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Important information:

* Before using the software for the first time
o ZF managed WINDOWS / LINUX / MacOS computer (Notebook)
o Internet access without restrictions
o Installed ZFNR 3.1 software
o Valid ZFNR access rights

Request access rights via “ZIM” portal

o Authorization groups for internal users

* Please close all programs that are processing data from the ZF or
another network if you establish or terminate a connection with ZF
Net Remote. Warning: Data may otherwise be lost.

* If a VPN connection is established, no devices in your local network
are usable.

1. Introduction

ZF Net Remote 3.1.xx is used to connect your mobile computer to the ZF company network
(ZF Net).

1.1. Needs for using ZF NetRemote 3.1.xx with success

e ZF managed WINDOWS / LINUX /MacOS Computer (Notebook)
* Internet access without restrictions

e Installed ZFNR 3.1.xx software

* Valid ZF account

e Authorization groups for internal users (pool or fixed)

VPN connection to ZF network the necessary VPN software Ivanti Secure Access client is
located at Start menu .

Al Apps  Doeuments Settings  More ¥

Best match

I Ivanti Secure Access Client - 3
App

Photos . .
Ivanti Secure Access Client

App

= Open

T3 Run as administrator

I open file location

-3 pin to Start
-3 pin to taskbar

T uninstall
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2. Establish a VPN connection

The connection establishment in the ZF network is started via a VPN software (old Pulse
Secure/ new lvanti ISA clent ).

To establish a VPN connection to one of the four gateways please click to the correspondent
link buttons.

ivanti @ ZFNR 3.01

Secure Access Client
File Help

In case of any issue please close ALL programs

(Outlook, MS Teams, SAP, etc.) before connecting.  Fellicaltis
After the connection is successfully established, ',:
start the software you need. Reason: Server i re———
supported software can establish the needed ) ZF-APA ———
. Disconnected [ Connect ]
connection better. R —_—
Disconnected | Connect ]

@ 20:10-2024 by Ivanti, Inc %
All rghts reserved Close

An Internet network connection is a requirement for this. You can then establish a
connection to the ZF network. Click on the "Connect" button belonging to the connection of
your ZF region (ZF-EMEA, ZF-AMERICA, ZF-APA, ZF-CHINA).

Authentication is based of MS EntralD and don’t need to type login and password. All data
are uploading form Windows account.

Before establishing the connection, it is checked whether the "Pulse Secure Host Checker" is
installed. If not, it will be installed
automatically without user intervention. ivanti @ ZFNR 3.01 |

Secure Access Client

Connect to: ZF- EMEA

.:‘ Securing Connection... Cancel ] !
I
Close
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Successful connection setup (right picture):
Once you have successfully connected to the
network, you have access to all the services

and servers in the ZF network enabled for you.

Once you have finished the work requiring ZF
network access, you can disconnect from the
ZF network.

... if not successful:

The effect can occur, e.g. at first use after new
installation or reinstallation.

Restart your computer. Then reconnect as
described in this chapter.

ivanti

Secure Access Client

@) zFNR301 T -

File Help

Connections

» ZF-AMERICA
Disconnected

» ZF-APA
Dizconnected

+ ZF-CHINA
Disconnected

(+ | X
(2 | oisconneet |

8 2010-2024 by fanti, inc:
Allrights reserved.
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2.1. Connection status

lvanti Secure Access Client: g
Connected

The Ivanti Secure Access Client tray icon indicates the
current state of your network connection.

When any active connection has an issue, the system tray icon changes its state. The
following icons indicate connection status.

Tray

Description
Icon

No connection.

Connecting. A connection stays
in this state until it fails or
succeeds.

Suspended.

Connected with issues.

Connection failed.

Connected.

Connected to the local network
but no Internet access available.

PREPD HE
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2.2. VPN Connection details

To check more information about selected
connection you can click Advanced Connection

Details from the local “File” menu.

ivanti

Secure Access Client

@B zFNR 3.01

ivanti

Secure Access Client

@ ZFNR 3.01

Advanced details: ZF- EMEA

Sess{op time
remaining:
Session duration:
Tunnel type:
VPN type:
Assigned IPv4
Bytes in:
Bytes out:
Connection source:
Connection set:

Mame:

Owner;

Last modified:

Server |D:

Download host:
Download time:

D Automatically refresh

23h 56m 3s
Im5Ts

VPN
ESP
I
1127091

441986
Preconfigured

ZFNR_3_01_VPN
]
2021-07-02 11:57:51 UTC

f33a9%af-9829-42e5-a863-
a332b71cB57f

|
2024-08-23 05:03:25 UTC

~

L

| Refresn |[_close |

S

File Hel

Connect
Logs > Advanced Connection Details...
Ul Mode ] Edit
Close Delete

» ZF-APAExternal
Dizconnected

Forget Saved Settings
Add

In case of service issue requested to the ZF please send / attach this data / screenshot to

analyzing.
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2.3. Switching Ul modes

The Ivanti Secure Access Client allows to navigate from the New-UX to Classic Ul and vice

versa.

On Classic Ul, click File > Ul Mode to switch
between the modes.

. a x
ivanti @B zFNR 3.01
‘Secure Access Client
File  Help
Connections ¥
+
Logs ¥
l I&Mud_e ¥ Admin Setting Disconnect
Close tew U —
| Classic Cponest
b ZF-APA ——
Disconnected sfppnect
» ZF-CHINA
Disconnected

B 2010-2024 by hanti, Inc.
Allrights reserved

After switching and confirming the whole process, you can use the new Ul mode:

Ivanti Secure Access Client — [m] =
1 At
‘Connection

N Wi .

(O ) Hide Inactive Connections e
[ZF— EMEA @ . J
ZF-AMERICA

ZF-APA

ZF-CHINA

Technically, it doesn't matter which Ul mode is used.
The user can switch modes at any time, but some details are different from the classic mode.

Please use ISA Client Help from top menu to find more details

concerning new interface.

n =1
Ivanti
Secure Access Client

File
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2.4. Disconnect the VPN connection

If you do not require the connection, it can
be closed once again via the "Disconnect"

button. ivantf @Z;FNR&Q].: e
Secure Access Chient -
Fila Help

Connections [+ [l x )
v

Comphance: Meets security policies

» ZF-AMERICA

b ZF-APA
Dizconnected

» ZF-CHIMA

Disconnected Conaect:
T, o

i G e —
Al riahts Teserved

Second way is use “Disconnect” button on the try

Open lvanti Secure Access Client
- — menu bar.
Disconnect ZF-EMEA >
Suspend ZF-AMERICA b
ZF-APA »
>

ZF-CHINA

T Focus
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3. Troubleshooting and Assistance

3.1. Problem: Connection is not well working

A local proxy in your network can cause applications fail to can started or not working during
an existing connection (e.g., ZF_EMEA ...).

A possible workaround is:

Establish the connection. After the connection is established -> disable the using of local
Proxy.

If the connection is no longer needed -> disconnect and enable the using of local proxy.
For more or additional information please ask your IT department.

3.2. Problem: WLAN connection is not working

The WLAN appears in the list of available Wi-Fi networks, but a connection attempt is
aborted with an error message.

Cause:
If the laptop is connected to a LAN with a network cable, technical reasons prevent a
simultaneous connection to WLAN.

Solution:

Disconnect the network cable from the laptop to enable the WLAN connection. You may
have to switch the WLAN switch off and then on again. In other cases, it may be necessary to
double-click on the WLAN connection.
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3.3. Maximum sessions reached

The user gets a message that the maximum number of open user sessions set by the
administrator has been reached during the login process.
See screenshot at workaround / quick fix below.

Cause:
The last connection was
e recently disconnected or broken and the VPN session wasn’t completed.
e the user try to establish a 3rd connection from another computer.
The server recognizes that there is still a session because a third session is not allowed and
therefore offers to close the "last session".

Workaround / Quick fix:
1. Place the mark in the rectangle in the line with the IP address.
2. Click the button “Close Selected Session and Log in”.

2 You have reached the maximum number of open user sessions allowed by your
administrator

To complete the login process, select one or more of the following sessions to close

Login IP Address Login Time Idle Time Browser
[C] — —— 0004 Windows 10 MSIE

Close Selected Sessions and Log in

3.4. VPN Connections via Firewall Systems

In order to be able to connect to the ZF network, some ports and/or IP addresses must be
enabled. For more information’s ask the Help Desk, please refer to chapter 4.

3.5. Savelog file

In case of service issue requested to the ZF please send / attach log file to analyzing.

Go to the Pulse Secure app. [ ivanti' 5 5
; ; . FNR 3.01
- First he should enable detailed logs: Sature Accass Cliont @
Pulse Secure-> File -> Log Level -> detailed File Help
- Then set an annotation: : onnections -
) | Ci ct ¥ : ~ )‘
File -> Logs -> Annotate | lLogs 3 | Annotate I-J-
The text should be "username or Z-number ". L Made 2 LogLevel > ponnect
. Enable Driver Logs
- Try log in to EMEA . Close : =
- Disconnect e L II
- Save the log, send to ZF Help Desk and attach directly | Dscomectss i .

to the service case.

Ausgedruckte Exemplare dienen nur zur Information und unterliegen nicht dem Anderungsdienst!
Printed Copies are for information only and not subject of a change service!



Internal

Net Remote 3.xx
Operating Instructions

3.6. Determine VPN type (speed relevant). How to do this?

The VPN type shows which connection type is currently used. An existing connection is
therefore a prerequisite.
The VPN-type takes affects the connection speed.

Line of action:
e Establish a connection to one of the ZF gateways.
e Wait a minute. The precise automatic negotiation of the VPN type takes time.
e C(Click the current connection. The connection will be marked (highlighted blue).

-X
Q putsesecure ZB) zNR300

File  Help

Connected
ance: Weets securlty policies
» >ZFNR3-AMERICA*
Disconnected

RL ras3.emea comit ‘

» SZFNR3-APA+
Disconnected

» >ZFNR3-CHINA+

o (e |

©2010:2019 by Puk Secirs, LLC
Alrihts reserved close |

e Click on ,File” = , Connections” - , Advanced Connection Details...”.

S Pulse Secure @ ZFNR3.00 -
Fie  Hep

Connections > Disconnect
Logs > Suspend
Close Advanced Connection Details...
mpliance: Meets securty policies Edit
» >ZFNR3-AMERICA* Delete
Daconnected
» SZFNR3-APAS h
e Forget Saved Settings
) >ZFNR3-CHINA+ Add
Disconnected

©2010-2019 by Pulse Secure, LLC m— @
Allrghts reserved Close -

The connection details are now displayed in a new window.
Your current VPN type can be found in the line "VPN type:". There are two possibilities.
Either "ESP" or "SSL/VPN".

e The "ESP" type is more powerful.

e The "SSL/VPN" type is usually slower, but more robust.

3 PulseSecure @ZFNR3'0° 8 PulseSecure @ZFNRS.OO
> 2 +
Advanced detalei i SRNRS EMER Advanced details: >ZFNR3- EMEA+
23n59m 43
Sesgon i 23n 58m 285
remaining
e e Session duration 1m32s
ype:

- - Tunnel type: VPN
T PR TR — i
Bytes out o Assigned IPVE 122822153
Connection source: Preconfigured Bytes in. 683817
Comnecton set Bytes out 175124

e ZENRL300 VPN_Pha Connection source Preconfigured
Owner ZFEMEACLY Connection set

Last modiied 2190701 07:3701 UTC Name ZFNR_3_00_VPN_Plus

Server ID: 33a9eaf-98e9-dee5-a863-a332b71c8571 Owner: ZF-EMEA-CL1

Download host ZF-EMEA-CL1.ZF-EMEA-GW1 Last modified: 2019-07-01 07:37:01 UTC

Download time: 2020-05-22 05:44:17 UTC Server ID: 33a9eaf-98e9-4ee5-a863-

a332b71¢857f

D Automatically refresh R Download host: ZF-EMEA-CL1.ZF-EMEA-GW1

Refresh close | Download time: 2020-05-22 05:44:17 UTC

J (] Automaticaiyrtrsh E—
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4. IT HelpDesk /IT Global Service Desk

To contact ZF IT Global Service Desk call 3600 (or site number + extension 3600*)

The IT Global Service Desk is available in multiple languages via phone. Always contact us by
phone for URGENT issues relating to outages! (alternatively: +49 7541 77 3600)

English

German

Spanish

Polish

Romanian

GSD Chat via IT HelpBot (English only)

24 hours a day, 7 days a week
Mon - Fri, 7am to 7pm CET
Mon - Fri, 7am CET to 7pm CDT
Mon - Fri, 7am to 7pm CET
Mon - Fri, 7am to 7pm CET

24 hours a day, 7 days a week

Ausgedruckte Exemplare dienen nur zur Information und unterliegen nicht dem Anderungsdienst!
Printed Copies are for information only and not subject of a change service!



