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Important information:

e Before using the software for the first time
o  ZF managed WINDOWS / LINUX / MacOS computer (Notebook)
o Internet access without restrictions
o Installed ZFNR 4.0 software
o Valid ZFNR access rights
Request access rights via “ZIM” portal.

o  Authorization groups for internal users

e Please close all programs that are processing data from the ZF or another network if you set up or end a
connection with ZF Net Remote. Warning: Data may otherwise be lost.

e If a VPN connection is established, no devices in your local network are usable.

1. Introduction

ZF Net Remote 4.0.xx is used to connect your mobile computer to the ZF company network (ZF Net).

1.1 Needs for using ZF Net Remote 4.0.xx with success

ZF managed WINDOWS / LINUX /MacOS Computer (Notebook)
Internet access without restrictions

Installed Ivanti Secure Access Client (ISAC) software

Valid ZF account

Authorization groups for internal users (pool or fixed)

VPN connection to ZF network the necessary VPN software Ivanti Secure Access client is located at
Start menu.
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2. Establish a VPN connection

The connection establishment in the ZF network is started via a VPN software (Ivanti ISA clent ).

To establish a VPN connection to one of the four gateways
please click to the correspondent link buttons.

Connect

(ZF- EMEA @ :

b o

Note:

In case of any issue please close ALL programs (Outlook, MS
Teams, SAP, etc.) before connecting. After the connection is
successfully established, start the software you need. Reason:
Server supported software can establish the needed
connection better.

Manti Secure Access Client = o
Mo Acthve

Connecticon

Z2F. EMEA

IF- AMERICA

CHING

7% INDIA

An Internet network connection is a requirement for this. You can then establish a connection to

the ZF network. Click on the "Connect" button belonging to the

connection of your ZF region (ZF-EMEA, ZF-AMERICA, ZF-APA,
ZF-CHINA, ZF-INDIA).

Authentication is based of MS EntralD and don’t need to type
login and password. All data are uploading form Windows

account.

Before establishing the connection, it is checked whether the
"Ivanti Host Checker" is installed. If not, it will be installed
automatically without user intervention.

Successful connection setup (right picture):

Once you have successfully connected to the network, you
have access to all the services and servers in the ZF network
enabled for you. Once you have finished the work requiring ZF
network access, you can disconnect from the ZF network.

... if not successful:

The effect can occur, e.g. at first use after new installation or
reinstallation.

Restart your computer. Then reconnect as described in this
chapter.

Connect to

ivanti "3.0

Suoure Accoss Chent

ZF. EMEA

. ~
. ) Conmuctin Cancat |

Ivonts Secure Access Client - 0

Acthee
Connection

Hide inactive Connections o
| -ZF- EMEA o

ZF- AMERICA

ZF- APA
7F- CHINA

ZF- INDIA
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2.1Connection status

The Ivanti Secure Access Client tray icon shows the

Ivanti Secure Access Client:
Connected

current state of your network connection.

Ela & o
@ ﬁ-/ A - e
‘ M e @

vig e Dot

When any active connection has an issue, the system tray icon changes its state. The following icons
show connection status.

Tray lcon Description

No connection.

Connecting. A connection stays in this state until it fails or succeeds.

Suspended.

Connected with issues.

Connection failed.

Connected.

Connected to the local network but no Internet access available.

9382 4a
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2.2 VPN Connection information

To check more information about selected connection you Ianti Secure Access Ciient - o x
can click Advanced Connection Details from the local “File” =

menu.

1 Active
Connocton
r Hide Inactive Cannections o
|' IF EMEA il Disconnect i l
-ZF- AMERICA Suspend
ZF. APA Connection Detalls
Delete
-ZF- CHINA b
ZF- INDIA
Ivanti ScreenshotTo check more
parameters please extend = COMICHI et
presented information and use y P Connection infarmatica A
. . Name L6 EMEA
Advanced Details option. ) —
Hide mactve Connections a Status s cm.ag
- - CONRBCHION SOUrce Mrecantigured
5 EMEA ® : |
—~ Server LR
ZF- AMDRICA H ms emea 2 com/d
L5 APA
26. CHINA Commection Stanus
= Caomplisnce Mects security polices
25 INDIA
I Advanced Detalls v ]
Extend SC‘SIU(; Sumpend Disconnect

In case of service issue requested to the ZF please send / attach this data / screenshot to analyzing.
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2.3Switching Ul models

The Ivanti Secure Access Client allows to navigate from the New-UX to Classic Ul mode and vice

versa.

On New-UX mode, click File > Classic to switch Ul Mode v

between the modes.

Ivanti S5ecure Access Client =

ivanti

Secure Access Client

Admin Setting

New-UX

Classic

Logs

Forget Settings
About

Help

Exit

After switching and confirming entire process you can use the classic Ul mode:

File Help

Connections

» -ZF- EMEA
Connected

» -ZF-APA
Disconnected

» -ZF- CHINA
Disconnected

» -ZF- INDIA
Disconnected

Technically, it doesn't matter which Ul mode is used.
The user can switch modes at any time, but some

details are different from the classic mode.

Please use ISA Client Help
from top menu to find more

details concerning a new

interface. Connections
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2.4Disconnect the VPN connection

To disconnect the VPN connection, simply press the red power button or select the 'Disconnect’

option from the context menu.

( Y
| -ZF- EMEA @ : | lvanti Secure Access Client — O b4
1 At
‘Connection
-13:} j Hide Inactive Connections e
= Belek Disconnect
~ A
-ZF- AMERICA Suspend
ZF- APA Connection Details
Delete
-ZF- CHIMA
-ZF- INDIA

Another way is use “Disconnect” button on the try menu bar:

Open tvamti Secure Access Client

- »
T AMERCA »
TF-APA ’
IF-CHMNA

fadt
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3. Troubleshooting and assistance

3.1 Problem: Connection is not well working

A local proxy in your network can cause applications fail can started or not working during an

existing connection (e.g., ZF_EMEA ...).

A possible workaround is:
Establish the connection. After the connection is established -> disable the using of local proxy.
If the connection is no longer needed -> disconnect and enable the using of local proxy.

For more or additional information please ask your IT department.

3.2 Problem: WLAN connection is not working

The WLAN appears in the list of available Wi-Fi networks, but a connection attempt is aborted with
an error message.

Cause:

If the laptop is connected to a LAN with a network cable, technical reasons prevent
a simultaneous connection to WLAN.

Solution:

Disconnect the network cable from the laptop to enable the WLAN connection. You
may have to switch the WLAN switch off and then on again. In other cases, it may be

necessary to double-click on the WLAN connection.
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3.3 Maximum session reached

The user gets a message that the maximum number of open user sessions set by the administrator
has been reached during the login process.

See screenshot at workaround / quick fix below.
Cause:

The last connection was
e recently disconnected or broken and the VPN session wasn’t completed.

e the user try to establish a 3rd connection from another computer.

The server recognizes that there is still a session because a third session is not allowed and
therefore offers to close the "last session".

Workaround / Quick fix:
1. Place the markin the rectangle in the line with the IP address.

2. Click the button “Close Selected Session and Log in”.

2 You have reached the maximum number of open user sessions allowed by your
administrator

To complete the login process, select one or more of the following sessions to close

Login IP Address Login Time Idle Time  Browser

@— E———— 0:01:04  Windows 10 MSIE

Close Selected Sessions and Log in

3.4 VPN connections via firewall systems

To be able to connect to the ZF network, some ports and/or IP addresses must be enabled.

For more information’s ask the Help Desk.
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3.5 Save log file

In case of service issue requested to the ZF please send / attach log file to analyzing.

tvanti Secure Access Clem =

. "
ivanti
Secure Access Client
Ul Mode >
Legs
Forget Semings
About
Go to the Ivanti app.
- First, he should enable details:
lvanti-> Menu -> Logs -> Set Annotate Logs AL I Choos = A
The text should be "username or Z-number ". Logs
Annotate Logs
IXXXXXX EMEA
PO sreoTInon T ek tha log file ot specfic locamon
-Go to log level settings:
. . Set Log Level
Ivanti-> Menu -> Logs -> Set Log Level “Detailed” = )
Detailed v
- Save the Log in preferred destination ko The g Wl Sppces 1o ek

Save Log
Save all log and diagnestics Hies as a single flle

Driver Logs

After save log file send to ZF Help Desk and attach directly to the service case.
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3.6 Determine VPN type (speed relevant). How to do this?

The VPN type shows which connection type is currently used. An existing connection is therefore a
prerequisite.

The VPN-type takes affects the connection speed.
Line of action:

e Establish a connection to one of the ZF gateways.
e Wait a minute. The precise automatic negotiation of the VPN type takes time.
e Click the current connection. The connection will be marked (highlighted blue).

Open , Advanced Connection Details...“ (How to find: chapter 2.2).
The connection details are now displayed in a new window.

Your current VPN type can be found in the line "VPN type:". There are two possibilities. Either "ESP"
or "SSL/VPN".
e The "ESP" type is more powerful.

e The "SSL/VPN" type is usually slower, but more robust.

anti Secure Access Client - O pod
= Connection Details )
N
1 A -
‘Connection
Advanced Detalls ~
g—j R e () Automatically refresh Refresh
P N Last login time 25.08.2025 08:36:43
ZF- EMEA @ : %?r?éral European Daylight
b . Last login Agent type windows 11 Pulse Secure
-ZF- AMERICA : MEUX
: Session duration 00d 00h 00Om 06s
_ZF- APA : Session time remaining 00d 23h 59m 54s
Tunnel type VPN
-ZF- CHINA
Jven type ESP
-ZF- INDIA : Assigned IPv4 ]
Bytes received 00
Bytes sent 00
(/ Extend Session \) (/ Suspend \}
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4. IT HelpDesk / IT Global Service Desk

To contact ZF IT Global Service Desk call 3600 (or site number + extension 3600%*)

The IT Global Service Desk is available in multiple languages via phone. Always contact us by phone

for URGENT issues relating to outages!

If you do not know your site number and cannot call via 3600 then please use:

+49 7541 77 3600.
English 24 hours a day, 7 days a week
German, Polish, Romanian Mon - Fri, 7am to 7pm CET
Spanish Mon - Fri, 7am CET to 7pm CDT
GSD Chat via IT HelpBot (English only) 24 hours a day, 7 days a week
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